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Abstract
We present a formal framework encompassing concurrency theoretic and modal logic
based approaches to the modeling and verification of dynamic multi-agent systems.
We develop a model of computation merging classical labeled transition systems and
multi-agent Kripke frames. Based on this model, which we call a Kripke labeled tran-
sition system, we provide a modal logic and a process algebra for the specification and
analysis of interacting multi-agent systems. Our logic is obtained by combining proof
systems for Hennessy-Milner Logic and the normal epistemic logic S5n and is sound
and complete with respect to its intended models. Further, we show that this logic is
decidable and induces a behavioral equivalence combining classical notions of bisim-
ulation. We prove that our process algebra is adequate for specifying the behavior of
Kripke labeled transition systems and we show its effectiveness and usability through
real-world examples.

Keywords Labeled transition systems · Epistemic models · Dynamic and epistemic
logics · Process algebra · Dynamic multi-agent systems

1 Introduction

The study of knowledge-based interactions in dynamicmulti-agent systems cuts across
several fields, from logic to philosophy and theoretical computer science. In particular,
concurrency theory and modal logic are at the base of two strands of research with
clear, cross-cutting relations in several application domains, as, e.g., in the case of the
formal verification of security properties of communication protocols (see Dechesne
and Wang (2010) for a survey and, in particular, Chadha and Delaune (2009); Balliu
and Dam (2011); Minami (2020); Bavendiek (2022)). The combination of approaches
from these two areas is largely explored in the literature (see, e.g., Knight andMardare
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(2012); Knight et al. (2012); Guzman et al. (2017); Dechesne and Mousavi (2007)),
but is rarely conducted on a unifying framework supporting the specification and
the simultaneous analysis of dynamic and epistemic properties of systems, e.g., in a
process algebraic modeling setting.

The goal of this paper is to provide a model encompassing the classical semantics
based on labeled transition systems and epistemic models. This unifying framework
favors not only the specification of all the ingredients of interest for the modeling
of knowledge-based dynamic interacting systems but also for their analysis based
on a logical framework joining the Hennessy-Milner Logic HML (Hennessy, 1980)
and the standard epistemic system S5 (Ditmarsch et al., 2015). To emphasize the
expressiveness and the usability of thismodel,we define on top of it a process-algebraic
specification language for the modeling and verification of real-world multi-agent
interacting systems.

In the following, we introduce Kripke labeled transition systems (Section 2), which
combine labeled transition systems and (multi-modal) Kripke frames.We then define a
logic to describe properties for thismodel,which includes the standardmodal operators
of epistemic logic and Hennessy-Milner logic, and provide soundness, completeness,
and decidability results. We establish the equivalence relation that is decidable and
induces a behavioral equivalence combining classical notions of bisimulation. We
also provide an axiomatization of the logic that is sound and complete. We then
define a process-algebraic language for modeling multi-agent systems with semantics
based on Kripke labeled transition systems (Section 3). The language is structured
by layers in order to facilitate the description of agent behavior, network topology,
and communication policies at the base of any knowledge transfer. The presentation
is accompanied by real-world running examples taken from the FIPA standards for
heterogeneous and interacting agents and agent-based systems (Poslad, 2001). An
additional case study is proposed that encompasses all the features of the language, in
terms of expressiveness of modeling and analysis capabilities (Section 4). Its aim is
to emphasize the usability features of the language on top of the underlying unifying
framework. A comparison with related work and potential future directions concludes
the paper (Section 5).

This paper extends previous work (Aldini, 2024) by proposing:

1. A theory of Kripke labeled transition systems as a general-purpose modeling
paradigm for concurrent multi-agent systems. We specialize this framework to
the systems of interest in this paper, and introduce the logic EHML, which inte-
grates S5n andHML (regarded as a variant of Kn) so as to enable uniform reasoning
about both system dynamics and the evolution of agents’ knowledge. Although
EHML was originally introduced in Aldini (2024), we present here a syntactically
refined version of the logic, together with a Hilbert-style proof system, and prove
soundness and completeness with respect to its intended semantics. Moreover,
leveraging classical decidability results for HML and S5n , we provide a decision
procedure for provability. Finally, we position EHMLwithin the existing literature,
with particular attention to its relationship with combining logics and dynamic
epistemic logic frameworks.
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2. A process algebra with enriched features for conditional statements and broadcast
communications. We present here a set of running examples inspired by the FIPA
protocols that emphasize the new features of the specification language and the
modeling capabilities of EHML.

2 A dynamic epistemic model

The model we propose derives from the combination of existing models describing
the dynamics of systems. On the one hand, in the setting of concurrency theory, two
main models are typically used that, basically, rely on directed graphs where the nodes
represent system states and the arcs model the transitions between different states. The
former is called Kripke structure or Finite State Machine (Baier & Katoen, 2008), a
graph where the nodes are annotated with atomic propositions stating what is true
in the system state associated with the node. The latter is called Labeled Transition
System (LTS), a graph where the arcs are annotated with actions representing the
events causing a change of system state. Several approaches are available to encode
arc labelings by node labelings and vice versa, by preserving the semantics of the
models, e.g., as in the case of the mapping from Kripke structures to Büchi automata.
For convenience, when modeling complex systems, combinations of these models are
often used.

On the other hand, in the setting of epistemic models and logics, the focus is on
reasoning about knowledge from the viewpoint of agents trying to distinguish different
scenarios. In this setting, the standard model is called Kripke model, a graph where
every state (called possible world) is annotated with the propositions that hold in it
(similarly to Kripke structures) and the transitions describe the so-called accessibility
relation, which determines, from the viewpoint of each agent of interest, which worlds
are compatible (indistinguishable) with her knowledge in the current world.

We start by recalling the definition of the two main models that are at the base of
our proposal.

Definition 1 (LTS) A labeled transition system (LTS) is a triple T = 〈S,Act, T 〉,
where S is a countable set of states, Act is a non-empty finite set of actions, and
T ⊆ S × Act × S is a transition relation. Elements 〈s, π, s′〉 ∈ T are called the
transitions of T. We denote by LTS the class of all LTSs.

A rooted LTS is a quadrupleT = 〈S,Act, T , s0〉where 〈S,Act, T 〉 is an LTS and s0
is a distinguished initial state. In the setting of computation modeling, LTSs describe
the evolving behavior of discrete systems, where the actions labeling the transitions
represent events leading from one configuration of the system to another.

Definition 2 (Kripke frame) A (multi-modal) Kripke frame is a pair F = 〈W , {Ri }i∈I 〉
where W is a non-empty set of possible worlds and {Ri }i∈I is a family of binary
accessibility relations over W , with I a finite set of indices. We denote by K the class
of all Kripke frames.

By a pointed Kripke frame we mean a triple 〈W , {Ri }i∈I , w0〉, where w0 is a distin-
guished element of W called the current world.
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LTSs and Kripke frames are formally equivalent structures. Let A1, . . . , An be non-
empty sets and let R ⊆ ∏n

k=1 Ak . For i ≤ n, we can define an Ai -indexed family of
(n − 1)-ary relations {Ra}a∈Ai over

i−1∏

k=1

Ak ×
n∏

k=i+1

Ak

where, for all a1 ∈ A1, . . . , ai−1 ∈ Ai−1, ai+1 ∈ Ai+1, . . . , an ∈ An ,

〈a1, . . . , ai−1, ai+1, . . . , an〉 ∈ Ra iff 〈a1, . . . , ai−1, a, ai+1, . . . , an〉 ∈ R.

It follows that each labelled transition system 〈S,Act, T 〉 can be viewed as a Kripke
frame 〈S, {Tπ }π∈Act〉 where each relation Tπ is a binary accessibility relation defined
from T using the above construction.

Vice versa, suppose we are given non-empty sets A1, . . . , An−1 and a family of
(n − 1)-ary relations {Ra}a∈A over

∏n−1
k=1 Ak . Then, for i ≤ n − 1, we can define a

new n-ary relation

R ⊆
i∏

k=1

Ak × A ×
n−1∏

k=i+1

Ak

such that, for all a1 ∈ A1, . . . , an−1 ∈ An−1,

〈a1, . . . , ai , a, ai+1, . . . , an−1〉 ∈ R iff 〈a1, . . . , ai , ai+1, . . . , an〉 ∈ Ra .

It follows that each Kripke frame 〈W , {R}i∈I 〉 correspond to an LTS 〈W , I , R〉, where
R is a transition relation defined from {Ri }i∈I and I using the above construction.

In light of the discussion above, the following holds.

Lemma 1 There is a one-to-one correspondence between LTS and K.

Remark 1 Kripke frames can be equivalently defined as triples F = 〈W , I , r〉 con-
sisting of a non-empty set of possible worlds W , a non-empty set of indices I , and a
function r : I → ℘(W × W ) assigning to each i ∈ I an binary relation r(i) over W .

Kripke frames serve as the basis of the semantics for various modal logics and,
in the case of epistemic languages, allow us to reason about knowledge in terms of
information accessibility. In the latter context, the set I stands for a bunch of rational
agents and the relations Ri specify what worlds are compatible with each agent’s
knowledge base. Since this paper will focus exclusively on this perspective, from now
on we will refer to multi-modal Kripke frames as multi-agent Kripke frames, writing
Ag instead of I to highlight the fact that the indices identifying the relations (and the
corresponding modal operators) refer to agents.

2.1 Kripke labeled transition systems

In this section, we introduce and discuss the computational model for the dynamic
multi-agent epistemic systems we deal with in the present paper.
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Definition 3 (KLTS) A Kripke labeled transition system (KLTS) is a quadruple

S = 〈T,At,Ag, r〉

where:

1. T = 〈S,Act, T , s0〉 is a rooted LTS;
2. At is a non-emtpy set of atomic propositions;
3. Ag is a non-empty set of agents;
4. r : Ag × S → ℘(℘(At) × ℘(At)) is a function assigning to each agent i ∈ Ag at

each state s ∈ S an accessibility relation r(i, s) over ℘(At).

The class of all KLTSs will be denoted by KLTS.

In a KLTS, the function r associates each state s of the underlying LTS T with a
frame Fs = 〈℘(At), {r(i, s)}i∈Ag〉. It is instructive to exploit the alternative charac-
terization provided in Remark 1: using partial function application, we parameterize
r over S and split it into an S-indexed family

{
rs : Ag → ℘(℘(At) × ℘(At))

}

s∈S

By doing so, we obtain frames of the form Fs = 〈℘(At),Ag, rs〉. When analyzing the
behavior of a system modeled by a KLTS, the information generated as the system
evolves through different configurations unfolds at two distinct levels:

• An “external” level, which pertains to transitions in the underlying LTS;
• An “internal” level, which describes how possible worlds in frames are related
through the accessibility relations.

Note that each accessibility relation rs(i) relates elements of ℘(At) and expresses the
actual observational power of agent i in state s with respect to the propositions in
At. In other words, rs(i) describes the distinguishing power of agent i in s, intended
as her capability of distinguishing the possible worlds identified by the values of
the propositions. Under the indistinguishability interpretation of epistemic logic, rs(i)
expresses informational indistinguishability between possible worlds. More precisely,
〈X ,Y 〉 ∈ rs(i) means that in s the agent i has insufficient information to establish
whether we are in a state in which all and only the propositions of X hold or in a state
in which all and only the propositions of Y hold. Hence, both X and Y are compatible
with the knowledge base of the agent i in s. By virtue of this interpretation, in the
following, we assume that the accessibility relations are equivalence relations.

Example 1 If 〈{p} ∪ X , {p} ∪ Y 〉 belongs to rs(i) for any choice of X ,Y ∈ ℘(At),
then, in s, all the possible worlds in which p holds are mutually indistinguishable from
the viewpoint of agent i . If we also have that 〈{p} ∪ X ,Y 〉 /∈ rs(i) whenever p /∈ Y ,
we conclude that agent i distinguishes all and only the pairs of worlds differing for
the valuation of p. Later, we will realize that this means that, in s, agent i knows the
truth value of p and is ignorant of any other proposition.
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2.2 A logic for KLTSs

The formal characterization of system dynamics, used for describing (and verifying)
behavioral properties, relies on different types of modal logics.

In state-based approaches, the goal is to specify what happens in states during
particular executions. In such a setting, the underlying model is temporal, as the
different configurations correspond to “snapshots” of the system at specific instants
of time. Depending on the temporal framework of reference (linear- or branching-
time), behavioral properties can be expressed in a wide variety of formalisms, ranging
from the classic LTL (Pnueli, 1977), CTL (Clarke, 1982), and CTL∗ (Emerson, 1983)
to hyperlogics (Coenen et al., 2019).

In action-based approaches, the focus shifts to capturing how a system can evolve
once a particular state is reached. The inherently temporal aspect of configuration
change is therefore secondary to the formal specification of which actions a system
can or cannot performwhile executing a program. In this context, behavioral properties
are most effectively captured using dynamic logics (Harel et al., 2000), a family of
non-classical formalisms with modal operators indexed over (variables for) individual
elementary actions or structured sets of actions (programs). The intended models are
clearly based on LTSs. The development of such logics was initiated in Pratt (1976) to
provide a semantical counterpart to Hoare Logic (Hoare, 1969). The simplest dynamic
logic is HML (Hennessy & Milner, 1985), which extends classical propositional logic
with connectives of the forms 〈π〉 and [π ] specifying conditions satisfied by a system in
states reached by executing π . It is important to remark that HML and CTL∗ (which, as
is well known, includes both LTL and CTL) can easily be subsumed under the umbrella
of the modal μ-calculus (Kozen, 1983).

In both of the frameworks mentioned above, the modeling of computational
infrastructures is performed by considering each system as a whole. In multi-agent
approaches to behavioural analysis, properties are described in terms of system com-
ponents viewed as agents performing different tasks, interacting, and exchanging
information. On the one hand, temporal formalisms for multi-agent systems are abun-
dant in the literature. Examples include Alternating-time Temporal Logic (ATL) (Alur
et al., 2002), Strategic Logic (SL) (Chatterjee et al., 2010), Alternating-time Temporal
Epistemic Logic (ATEL) (Hoek, 2002) and many extensions of standard temporal log-
ics with agent-based modalities (e.g., Rybakov (2009)). On the other hand, extensions
of action-based logics have been successfully applied to the modeling and verification
of multi-agent systems, starting from the rich framework of Dynamic Epistemic Logic
(DEL) (Van Ditmarsch & Van Der Hoek, 2008).

In this section,we adopt amulti-agent perspective andpresent a logic for the analysis
of KLTSs, which we call EHML (for Epistemic Hennessy-Milner Logic). Our logic
combines HML with the normal multimodal logic S5n so as to model the evolution of
the knowledge of a fixed group of agents over an underlying LTS structure. However,
unlike previous work in this direction–most notably (Knight & Mardare, 2012)–our
formalism prevents agents from having complete knowledge of the external behavior
of a KLTS, while still granting them epistemic access to a portion of the information
generated by the system. Indeed, for the kind of non-deterministic systems we intend
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to model, it is not intuitive to allow agents to know how the system will evolve, thus it
only makes sense to “access” the information contained in the frames associated with
the states when it is necessary to evaluate formulas concerning the agents’ knowledge.
In light of these observations, we base the syntax of EHML on an initial layer of
S5n-formulas, which we refer to as internal.

Definition 4 (Internal formula) For At a fixed set of atomic propositions and Ag a
finite set of agent tags, the set Int of internal formulas is defined by the following
BNF:

ψ ::= p | � | ¬β | β1 ∧ β2 | Kiβ

where p ∈ At, i ∈ Ag, and β, β1, β2 ∈ Int.

Forψ ∈ Int, sub(ψ) is the set of all subformulas ofψ , and sub0(ψ) := sub(ψ)∩At.
We embed internal formulas into the syntax of EHML by enclosing them within the
delimiters � and � so as to mark their occurrences. We thus define the set �Int� :=
{�ψ� | ψ ∈ Int} of delimited internal formulas. Accordingly, for any � ⊆ Int, we set
��� := {�ψ� | ψ ∈ �}. We can now turn to the definition of EHML-formulas.

Definition 5 (EHML-formula) Let At+ := At∪�Int�. For Act a finite set of action tags,
the set Fm of EHML-formulas is defined by the following grammar:

ϕ ::= ξ | � | ¬α | α1 ∧ α2 | 〈π〉α

where ξ ∈ At+, α, α1, α2 ∈ Fm, and π ∈ Act.

For both grammars introduced in Definitions 4 and 5, disjunction (∨), material
implication (→), and material equivalence (↔) are defined as usual. In the syntax of
internal formulas, Kiψ formulas are read as “agent i knows that ψ”, and are referred
to as epistemic formulas. In the syntax of EHML, 〈π〉ϕ formulas are read as “after
the execution of the action π , ϕ holds”, and are referred to as dynamic formulas.
For an action tag π , the dual modality [π ] of 〈π〉 is defined by [π ]ϕ := ¬〈π〉¬ϕ.
Analogously to the case of internal formulas, for ϕ ∈ Fm, sub(ϕ) is the set of all
subformulas of ϕ, and sub0(ϕ) := sub(ϕ)∩At. Moreover, we set sub+(ϕ) := {�ψ� ∈
�Int� | �ψ� ∈ sub(ϕ)}. By a pure HML-formula we mean an EHML-formula ϕ such
that sub+(ϕ) = ∅.

We introduce some machinery for formula manipulation. For ϕ ∈ Fm, we write
ϕ{ξ1, . . . , ξn} to indicate that ξ1, . . . , ξn ∈ At+ occur in ϕ, and we denote by
ϕ{ξ1/ϕ1, . . . , ξn/ϕn} the formula obtained from ϕ by uniformly substituting ξ1 with
ϕ1,…, ξn withϕn .We adopt the same convention for internal formulas:ψ{p1, . . . , pn}
and ψ{p1/ψ1, . . . , pn/ψn} denote, respectively, occurrence and uniform substitution
in the usual sense. Moreover, for ϕ ∈ Fm (resp. ψ ∈ Int) and ϕ′ ∈ sub(ϕ) (resp.
ψ ′ ∈ sub(ψ)), we write ϕ{ϕ′} (resp. ψ{ψ ′}) to denote the choice of an arbitrary but
fixed occurrence of ϕ′ (resp. ψ ′) within ϕ (resp. ψ).

We now provide a Kripke-style semantics for EHML.

Definition 6 (Model over a KLTS) LetS = 〈T,At,Ag, r〉 be a KLTS with underlying
LTST = 〈S,Act, T , s0〉. Amodel overS is a pairM = 〈S, v〉, where v : S → ℘(At)
is a valuation function.
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Just as each state of a KLTS is associated with a Kripke frame, to evaluate epistemic
formulas in a model M = 〈S, v〉, an appropriately defined Kripke model Ms must
be associated with each state s of S.

Definition 7 (s-model) Let M = 〈S, v〉 be a model over a KLTS S = 〈T,At,Ag, r〉
with T = 〈S,Act, T , s0〉. For a state s ∈ S, the s-model relative to M is the Kripke
model Ms = 〈Fs, id〉, where Fs = 〈℘(At),Ag, rs〉 is the Kripke frame associated
with s and id is the identity function on ℘(At).

We now proceed to define the intended models of EHML.

Definition 8 (EHML-model) Let M be a model over a KLTS S = 〈T,At,Ag, r〉 with
underlying LTS T = 〈S,Act, T , s0〉. We say that M is an EHML-model if the direct
image r [Ag× S] of r is a family of equivalence relations on ℘(At). Lastly, we define:

EHML := {S ∈ KLTS | 〈S, v〉 is an EHML-model, for v a valuation over S}.

This definition implies that, in an EHML-model, every s-model is a model for S5n .

Definition 9 (Satisfaction of internal formulas) Let M = 〈S, v〉 be an EHML-model
over a KLTS S = 〈T,At,Ag, r〉 with T = 〈S,Act, T , s0〉. For a state s ∈ S, the
satisfaction of an internal formula generated over At with respect to the s-model
Ms = 〈Fs, id〉 and a world X ∈ ℘(At) is recursively defined as follows:

(a) Ms, X �S5n p iff p ∈ id(X)

(b) Ms, X �S5n �
(c) Ms, X �S5n ¬ψ iff Ms, X �S5n ψ

(d) Ms, X �S5n ψ1 ∧ ψ2 iff Ms, X �S5n ψ1 and Ms, X �S5n ψ2
(e) Ms, X �S5n Kiψ iff ∀Y . 〈X ,Y 〉 ∈ rs(i) implies Ms,Y �S5n ψ

Definition 10 (Satisfaction of EHML-formulas) Let M = 〈S, v〉 be an EHML-model
over a KLTS S = 〈T,At,Ag, r〉 with T = 〈S,Act, T , s0〉. We define the satisfaction
of an EHML-formula generated overAt+ with respect toM and a state s ∈ S as follows:

(1) M, s � p iff p ∈ v(s)
(1+) M, s � �ψ� iff Ms, v(s) �S5n ψ

(2) M, s � �
(3) M, s � ¬ϕ iff M, s � ϕ

(4) M, s � ϕ1 ∧ ϕ2 iff M, s � ϕ1 and M, s � ϕ2
(5) M, s � 〈π〉ϕ iff ∃s′. 〈s, π, s′〉 ∈ T and M, s′ � ϕ

Definition 11 (Truth and validity) Let ϕ be an EHML-formula.

1. ϕ is true in an EHML-model M = 〈S, v〉 (written M � ϕ) if M, s � ϕ, for each
state s of S;

2. ϕ is valid in S ∈ EHML (written S � ϕ) if it is true in every EHML-model over
S;

3. ϕ is valid in EHML (written EHML � ϕ) if S � ϕ, for all S ∈ EHML.
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Truth and validity are extended to sets of formulas as usual: for 
 ⊆ Fm, we write
M � 
 (resp. S � 
, EHML � 
) if M � ϕ (resp. S � ϕ, EHML � ϕ), for all
ϕ ∈ 
.

Definition 12 (Semantic consequence and equivalence in EHML) Let 
∪{ϕ} ⊆ Fm.
The formula ϕ is a (local) semantic consequence of 
 over EHML (henceforth,
EHML-consequence) if M, s � 
 implies M, s � ϕ, for every EHML-model M and
every state s ofM. Two EHML-formulas ϕ1 and ϕ2 are EHML-equivalent if and only
if each is an EHML-consequence of the other.

Throughout this paper, we shall also make use of the standard notions of validity
and semantic consequence for S5n- and HML-formulas. Let S5 denote the class of
reflexive, transitive, and symmetric Kripke frames. For ψ ∈ Int, we write S5 � ψ to
indicate that ψ is valid in S5. Given a pure HML-formula ϕ, we write LTS � ϕ (resp.
K � ϕ) to mean that ϕ is valid in LTS (resp. K). Local semantic consequence over
S5 and LTS/K will be expressed using the same notation as in Definition 12, with the
reference class indicated explicitly each time.

We now analyze in greater detail the semantic consequences of allowing delimited
formulas in the syntax of EHML. First, we show that such formulas can be equivalently
satisfied at a state s of an EHML-model or at the state v(s) of the corresponding s-
model, provided that ψ ∈ At ∪ {�}, or its principal connective is a Boolean operator.
In other words, satisfaction of atomic formulas is invariant under delimitation, and the
application of delimiters “commutes” with negation and conjunction.

Lemma 2 Let p ∈ At and letψ,ψ1, ψ2 ∈ Int. Then, for any EHML-modelM = 〈S, v〉
over a KLTS S = 〈T,At,Ag, r〉 with T = 〈S,Act, T , s0〉, and any state s ∈ S:

M, s � �p� ⇔ M, s � p (INVp)

M, s � ��� ⇔ M, s � � (INV�)
M, s � �¬ψ� ⇔ M, s � ¬�ψ� (D¬)

M, s � �ψ1 ∧ ψ2� ⇔ M, s � �ψ1� ∧ �ψ2� (D∧)

Proof The proof of (INVp) follows immediately from condition (a) in Definition 9
together with conditions (1) and (1+) in Definition 10. The case of (INV�) is analo-
gous, except that (b) and (2) are employed in place of (a) and (1), respectively. Finally,
(D¬) and (D∧) are established by a routine induction on the syntactic complexity of
formulas, relying on (1+) and, respectively, on conditions (c)/(3) and (d)/(4). ��
Definition 13 (DeNF) An EHML-formula ϕ is in delimiter normal form if, for every
�ψ� ∈ sub+(ϕ), ψ = Kiβ, where i ∈ Ag and β ∈ Int. We denote by DeNF the set of
all EHML-formulas in delimiter normal form.

Note that, if ϕ is a pure HML-formula, then clearly ϕ ∈ DeNF.

Proposition 1 Every ϕ ∈ Fm can be transformed into an equivalent ϕ† ∈ DeNF.

Proof Immediate from Lemma 2. ��

123



Aldini et al.

Definition 14 Let ϕ be an EHML-formula. If sub+(ϕ) = {ξ1, . . . , ξn}, we denote by
ϕp a pure HML-formula of the form ϕ{ξ1/p1, . . . , ξn/pn}, where p1, . . . , pn ∈ At \
sub0(ϕ). If ϕ is a pure HML-formula, then we regard ϕp as an alternative for ϕ.

Remark 2 The superscript p does not denote a function, since, for a given ϕ ∈ Fm
with sub+(ϕ) �= ∅, there are multiple ways of choosing fresh atomic propositions
from At \ sub0(ϕ) to replace the delimited subformulas of ϕ. Consequently, for any

 ⊆ Fm, we denote by
p the set of all formulas ϕp with ϕ ∈ 
, under the assumption
that the transformation into pure formulas is carried out in a compatible way across

. Formally, for all distinct ϕ, ϕ′ ∈ 
 and all ξ ∈ sub+(ϕ) ∩ sub+(ϕ′), once a choice
of a proposition p ∈ At \ sub0(ϕ) is fixed, the substitution ξ/p is performed in ϕ if
and only if the same substitution is performed in ϕ′.

Proposition 2 Let 〈S, v〉 be an EHML-model over a KLTS S = 〈T,At,Ag, r〉 with
T = 〈S,Act, T , s0〉. Then, for ϕ ∈ Fm and s ∈ S, there exists v′ : S → ℘(At) such
that 〈S, v〉, s � ϕ iff 〈S, v′〉, s � ϕp.

Proof Left to the reader. ��
The transformation of EHML-formulas into pure HML-formulas introduced in Def-

inition 14 allows for a clearer understanding of the notion of validity in EHML.
Trivially, any formula ϕ ∈ Fm whose pure HML counterpart is valid in LTS is also
valid inEHML. However, the converse does not hold in general: consider, for instance,
the formulaϕ∧�ψ�, whereϕ := [π ](p∧�K j q�) → [π ]p andψ := Ki p → ¬Ki¬p.
Clearly, EHML � ϕ ∧�ψ�, as LTS � ϕp and S5 � ψ . However, (ϕ ∧�ψ�)p has the
form ϕ ∧ r , which is plainly not valid in LTS.

Lemma 3 Let ϕ ∈ Fm. The following conditions hold:

(a) if sub+(ϕ) = ∅, then EHML � ϕ iff LTS � ϕ;
(b) if sub+(ϕ) �= ∅, then LTS � ϕp implies EHML � ϕ;
(c) if EHML � ϕ and LTS � ϕp, then there exists ��� ⊆ �Int� such that S5 � �,

and ϕ is an EHML-consequence of ���.
Proof The proof of (a) and (b) is immediate. As for (c), suppose that EHML � ϕ

while LTS � ϕp. Then the validity of ϕ in EHML cannot (at least entirely) be
accounted for by the LTS component of EHML-models. It follows that sub+(ϕ) �=
∅: otherwise, by (a) and Definition 14, ϕp, or equivalently ϕ, would be valid over
LTS, contradicting the initial assumption. Three cases can then be distinguished. If
ϕ = �ψ� with S5 � ψ , then we take ��� = ∅, and the claim follows. If, by applying
the delimiter-manipulation rules of Lemma 2, ϕ is EHML-equivalent to �ψ� with
S5 � ψ , then we take ��� = {�ψ�}, and the claim follows. Finally, if ϕ contains
dynamic subformulas and LTS � ϕp, then, by applying some (possibly none) of
the delimiter-manipulation rules of Lemma 2, ϕ can be transformed into an EHML-
equivalent formula ϕ′ such that either LTS � (ϕ′)p, or the EHML-validity of ϕ′ is
determined by the S5-validity of certain delimited internal formulas belonging to a set
��′� ⊆ sub+(ϕ′). Accordingly, it suffices to take either ��� = ∅ or ��� = ��′�. ��
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Fig. 1 Hilbert-style proof system for EHML

We now proceed to introduce a Hilbert-style proof system for EHML, whose axioms
and inference rules are listed in Figure 1. To analyze KLTS dynamics, the system
includes an HML component, which is defined by the axioms (cl), (kπ ), and (dualπ ),
together with the rules (mp), (necπ ), and (sub). Note that, in light of Lemma 1, this is
just a variant (over Fm) of the normal multimodal system Kn , where n is the cardinality
of the set of action tags used in the construction of EHML-formulas. The rules (d¬),
(d∧), and (inv) control the interaction between the internal and the external syntactic
layers, allowing the delimiters surrounding internal formulas to be manipulated con-
sistently with the equivalence results of Lemma 2. Finally, to reason about the internal
level of EHML-models, we require a variant of S5n , denoted S5dn , defined over delim-
ited internal formulas and axiomatized by (cld ), (kdi ), (t

d
i ), and (5di ). As the reader

will have noticed, this epistemic component of EHML includes (necdi ) and (subd ) as
the counterparts of the standard necessitation and substitution rules, but lacks the rule

�ψ1� �ψ1 → ψ2�
(mpd )�ψ2�

providing the internal-language counterpart of (mp). We now show that (mpd ) is, in
fact, implicit in the system and can be derived.

Lemma 4 (mpd ) is derivable in EHML.
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Proof Let � be an arbitrary composition of connectives from {∧,¬,�}. By using
(d¬), (d∧), and (inv), one immediately derives the following rule:

ϕ{��(ψ1, . . . , ψn)�}
(d�)

ϕ{�(�ψ1�, . . . , �ψn�)}

Consequently, for � =→, (mpd ) is derived via the proof schema

1. �ψ1� d1
2. �ψ1 → ψ2� d2
3. �ψ1� → �ψ2� (d→), 2
4. �ψ2� (mp), 1, 3

where d1 and d2 are two EHML-derivations of �ψ1� and �ψ1 → ψ2�, respectively. ��
We now provide a characterization of the theorems of EHML. Clearly, considered

in isolation, both HML and S5dn generate theorems of EHML. It remains, however, to
account for the hybrid rules (d¬), (d∧), and (inv). We begin by observing that:

Proposition 3 Let ψ ∈ Int. If �S5n ψ and ϕ is obtained from �ψ� by applying any of
the rules (d¬), (d∧), or (inv), then �EHML ϕ. In particular, �EHML �ψ�†.
Proposition 4 Let 
 ∪ {ϕ} ⊆ Fm and � ∪ {ψ} ⊆ Int. Then:

1. 
 �HML ϕ iff 
p �Kn ϕp, for (
 ∪ {ϕ})p constructed as in Remark 2;
2. ��� �S5dn

�ψ� iff � �S5n ψ .

Proof Left to the reader. ��
Let us now define E as the extension of S5dn obtained by adding the rules (d¬),

(d∧), and (inv).

Lemma 5 Let ϕ be an EHML-formula. Then �EHML ϕ if and only if:

(a) �E ϕ, or
(b) there exists a set � of E-theorems such that � �HML ϕ.

Proof The non-trivial direction of the lemma is the right-to-left one. Suppose that
�E ϕ. It then follows immediately that �EHML ϕ, by Proposition 3 and by the fact that
every theorem of S5dn is also a theorem of EHML. Now, suppose that � �HML ϕ for
some � ⊆ Thm(E). Since this condition concerns derivability in HML, we distinguish
two cases. If � = ∅, then �HML ϕ, and hence �EHML ϕ. If � �= ∅, since any theorem
of E is a theorem of EHML, then ϕ is derivable from a set of EHML-theorems, and
therefore it is itself an EHML-theorem. ��
Observe that, in the previous lemma, (a) implies (b): if �E ϕ, then ϕ is an HML-
consequence of {ϕ}.
Proposition 5 If �EHML ϕ1 ↔ ϕ2 and �EHML ϕ{ϕ1/ξ} then �EHML ϕ{ϕ2/ξ}.
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Theorem 6 (Completeness theorem for EHML) Let ϕ be an EHML-formula. Then

�EHML ϕ iff EHML � ϕ.

Proof We leave it to the reader the easy exercise of verifying the soundness of the
inference rules of EHML. The left-to-right direction follows immediately from the
standard soundness results for Kn and S5n , together with Definitions 9, 10, 11, and
Lemmas 2 and 5. As for the converse, suppose that �EHML ϕ. By Lemma 5, we have:

1. ϕ does not contain dynamic subformulas and �E ϕ. Due to the rules (d¬), (d∧),
and (inv), ϕ is equivalent, modulo interderivability in E, to a delimited internal
formula �ψ�. Hence, �S5dn

�ψ�, and we obtain:

�S5dn
�ψ� ⇔ �S5n by Proposition 4(2)

⇔ S5 � ψ by weak completeness of S5n Halpern and Moses (1992)
⇔ EHML � �ψ� by Definitions 10 and 11

2. � �HML ϕ, for every set of E-theorems �. In particular:

(A) For � = ∅, �HML ϕ. Then

�HML ϕ ⇔ �Kn ϕp by Proposition 4(1)
⇔ K � ϕp by weak completeness of Kn Halpern and Moses (1992)
⇔ LTS � ϕp by Lemma 1
⇔ EHML � ϕ by Proposition 2

(B) Let � �= ∅. We are thus in the situation where, for every nonempty set � of E-
theorems, noHML-derivation assuming� derivesϕ as a conclusion.Moreover,
since the system E is sound with respect to EHML, we have EHML � α for
every α ∈ �. Assuming that (� ∪ {ϕ})p is constructed following Remark 2,
we have:

� �HML ϕ ⇔ �p
�Kn ϕp by Proposition 4(1)

⇔ �p
� ϕp in K by strong completeness of Kn

Van Ditmarsch et al. (2008)
⇔ ∃F ∈ K : F � �p and F � ϕp by def. of K-consequence
⇔ ∃T ∈ LTS : T � �p and T � ϕp by Lemma 1

We conclude that LTS � ϕp. Since ϕp is a pure HML-formula, by Lemma 3(a)
we have that EHML � ϕp iff LTS � ϕp. Hence, EHML � ϕp. We need to
show that EHML � ϕ. Suppose, towards a contradiction, that EHML � ϕ. Then
the antecedent of Lemma 3(c) is satisfied. It follows that there exists a set ��� of
delimited S5-valid formulas such that ϕ is an EHML-consequence of ���. We
therefore reconsider the three cases distinguished in Lemma 3(c):

(B1) ϕ = �ψ� with S5 � ψ . Hence, ϕ would be a theorem of E, and we would have
{ϕ} �HML ϕ, contradicting the initial assumption. It follows that EHML � ϕ;

(B2) by applying the delimiter-manipulation rules of Lemma 2, ϕ is EHML-
equivalent to �ψ� with S5 � ψ . Again, ϕ would be a theorem of E, and
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we would have {ϕ} �HML ϕ, contradicting the initial assumption. Hence,
EHML � ϕ;

(B3) ϕ contains dynamic subformulas and, by applying some (possibly none)
delimiter-manipulation rules, ϕ can be transformed into an EHML-equivalent
formula ϕ′ such that either LTS � (ϕ′)p, or the EHML-validity of ϕ′ is deter-
mined by the S5-validity of certain delimited internal formulas belonging to a
set ��′� ⊆ sub+(ϕ′). Under these conditions, the derivation of ϕ′ from ��′�
in EHML relies solely on the HML machinery; hence,

��′� �HML ϕ′.

Moreover, in Ewecan derive a family of biconditionals expressing the delimiter
manipulations applied in transforming ϕ into ϕ′. These formulas have form

��(β1, . . . , βn)� ↔ �(�β1�, . . . , �βn�),

where � is a combination of connectives from {∧,¬,�}. Let �↔ denote the
set of all such biconditionals. We therefore have

��′� ∪ �↔ �HML ϕ,

contradicting the initial assumption. It follows that EHML � ϕ.

��
Example 2 We provide a simple example to clarify item (B3) in the above proof. Let

α1 := [π ](p ∧ �K j q�) → [π ]p ψ := Ki p → ¬Ki¬p α2 := �Ki p� → �¬Ki¬p�

Clearly S5 � ψ , so we have EHML � �ψ�, and by Lemma 2, �ψ� and α2 are
EHML-equivalent. It is immediate to give an HML-proof of α1:

1. (p ∧ �K j q�) → p cl
2. [π ]((p ∧ �K j q�) → p) → ([π ](p ∧ �K j q�) → [π ]p) (kπ )
3. [π ]((p ∧ �K j q�) → p) necπ , 1
4. [π ](p ∧ �K j q�) → [π ]p mp, 2, 4

(dα1 )

Therefore LTS � α
p
1 and, by Lemma 3(b), EHML � α1. Let now ϕ := α1 ∧ α2.

Clearly,EHML � ϕ whereas LTS � ϕp. Letting ϕ′ := α1∧�ψ�, one readily verifies
that ϕ and ϕ′ areEHML-equivalent. Note thatEHML � ϕ′ because S5 � ψ , whence
{�ψ�} � ϕ′, and consequently {�ψ�} � ϕ. The first entailment is provable in HML:

1. α1 (dα1 )
2. �ψ� Assumption
3. α1 → (�ψ� → (α1 ∧ �ψ�)) (cl)
4. �ψ� → (α1 ∧ �ψ�) (mp), 1, 3
5. α1 ∧ �ψ� (mp), 2, 4

(dϕ′)
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We can easily construct aHML-derivation of ϕ that uses �ψ�. To this end, we construct
a proof in E of the formula ε := �ψ� ↔ α2:

1. �(Ki p → ¬Ki¬p) ↔ (Ki p → ¬Ki¬p)� cld

2. �Ki p → ¬Ki¬p� ↔ �Ki p → ¬Ki¬p� (d↔), 1
3. �Ki p → ¬Ki¬p� ↔ (�Ki p� → �¬Ki¬p�) (d→), 1

(dε)

We can now obtain a derivation of ϕ from �ψ� and ε:

1. α1 ∧ �ψ� (dϕ′ )
2. �ψ� ↔ α2 (dε)
3. α1 ∧ �ψ� Proposition 5, 1, 2

(dϕ)

We now turn to establish decidability results for EHML. By exploiting the two-layer
structure of EHML, the theorems we aim for can be inherited from those concerning
Kn and S5n (see Halpern and Moses (1992) for further details).

Theorem 7 EHML is decidable.

Proof Let ϕ be an EHML-formula. If ϕ = �ψ�, then, by Lemma 5 and Proposition 4,
�EHML �ψ� if and only if �S5dn

�ψ�, which in turn holds if and only if �S5n ψ .
Hence, in this case, the algorithmic verification of whether ϕ is a theorem reduces
to the decision procedure for S5n . Suppose now that ϕ is not a delimited internal
formula. We distinguish two cases. If sub+(ϕ) = ∅, then the decision procedure
for Kn applies directly. Otherwise, let sub+(ϕ) = {�ψ1�, . . . , �ψn�}. We define the
following algorithm:

1. We construct a pure HML-formula ϕp and apply the decision procedure for Kn . If
�Kn ϕp, then, by Proposition 4, �EHML ϕ. Otherwise, we proceed to Step 2.

2. We construct the formula ϕmin (which is EHML-equivalent to ϕ by Lemma 2)
by reducing each occurrence of �ψ1�, . . . , �ψn� to the corresponding formulas
�ψ1�†, . . . , �ψn�† ∈ DeNF. We proceed to Step 3.

3. Let X := sub+(ϕmin), and let Y := ⋃{Z ⊆ X | �S5n β, for all �β� ∈ Z}. Sup-
pose Y = {�β1�, . . . , �βm�}. We construct the formula

α := ϕmin{�β1�/�, . . . , �βm�/�},

which is clearly EHML-equivalent to ϕmin. We have the following two cases:

(a) Y = X . We apply the decision procedure for Kn . If �Kn α, then �EHML α,
therefore, by Theorem 6, �EHML ϕmin, whence �EHML ϕ; otherwise, �EHML α

and therefore �EHML ϕ.
(b) Y � X . We construct a formula α′ (which is EHML-equivalent to α by

Lemma 2) by, whenever possible, shifting the delimiters around each �β� ∈
X \ Y so as to include the formula in which �β� occurs as an immediate
subformula. If α′ �= α, then, setting ϕmin := α′, we repeat the procedure
of Step 3. If α′ = α, we apply the decision procedure for Kn to (α′)p. If
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�Kn (α′)p, then �EHML α′, therefore, by Theorem 6, �EHML ϕmin, whence
�EHML ϕ; otherwise, �EHML (α′)p and therefore �EHML ϕ.

Observe that the algorithm described above always terminates, since at each iteration
of Step 3 the cardinality of X strictly decreases. ��

EHML brings about the following notion of behavioral equivalence.

Definition 15 (Bisimulation) Let M = 〈S, v〉 be a model over a KLTS S =
〈T,At,Ag, r〉 with T = 〈S,Act, T , s0〉. An equivalence relation B ⊆ S × S is a
bisimulation iff whenever 〈s, t〉 ∈ B it holds that:

1. v(s) = v(t);
2. if 〈s, a, s′〉 ∈ T then ∃t ′. 〈t, a, t ′〉 ∈ T and 〈s′, t ′〉 ∈ B;
3. there exists an equivalence relation Bst between the worlds of the Kripke models

Ms = 〈Fs, id〉 (withFs pointed at v(s)) andMt = 〈Ft , id〉 (withFt pointed at v(t))
such that 〈v(s), v(t)〉 ∈ Bst and for any X ,Y ∈ ℘(At), whenever 〈X ,Y 〉 ∈ Bst

then:

• X = Y ;
• if 〈X , X ′〉 ∈ rs(i) for i ∈ Ag, then ∃Y ′. 〈Y ,Y ′〉 ∈ rt (i) and 〈X ′,Y ′〉 ∈ Bst .

Conditions 1. and 3. resemble the definition of modal bisimulation for Kripke
models (Blackburn & De Rijke, 2002), while condition 2. characterizes the strong
bisimulation for LTSs (Hennessy, 1980). Two states s and t of a model M = 〈S, v〉
are bisimilar, written s ∼M t , if and only if there exists a bisimulation B such that
〈s, t〉 ∈ B. The correspondence theorem relates bisimilar states and equivalent states
whenever the model is image-finite, i.e., for all states and actions, the image of s
(under any accessibility relation) and the image of s, π (under the transition relation)
are finite.

Definition 16 (Modal equivalence) Let M = 〈S, v〉 be an EHML-model. Two states
s, s′ of S are modal equivalent (denoted s ≡M s′) if, for any EHML-formula ϕ:

M, s � ϕ iff M, s′ � ϕ.

It is easy to check that ≡M is an equivalence relation.

Theorem 8 For any two states s, t of a image-finite model M, s ∼M t iff s ≡M t .

Proof The proof is an adaptation of standard approaches (Blackburn&DeRijke, 2002;
Hennessy, 1980).

Case (⇒): s ∼M t implies s ≡M t .
Let us assume that there exists a bisimulation B including the pair 〈s, t〉. We will

show the result through an induction on the structure of the formulas.
The base case refers to the atomic formulas and trivially holds by definition of

bisimulation since v(s) = v(t). We leave to the reader the proof that no classical
formula can distinguish bisimilar states.

In the case of a formula 〈π〉ϕ, suppose thatM, s � 〈π〉ϕ. Hence there exists s′ ∈ S
such that 〈s, π, s′〉 ∈ T andM, s′ � ϕ. By Definition 15, there exists t ′ ∈ S such that
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〈t, π, t ′〉 ∈ T and 〈s′, t ′〉 ∈ B. By the induction hypothesis, it holds that M, t ′ � ϕ

whenceM, t � 〈π〉ϕ, and therefore s and t cannot be distinguished by EHML-formulas
prefixed by dynamic modalities.

As for the case of epistemic formulas, the only interesting case is M, s � �Kiψ�.
Thus, by Definition 9, Ms, v(s) �S5n Kiψ . By Definition 15, there exists an equiva-
lence relation Bst between the worlds ofMs = 〈Fs, id〉 (with Fs pointed at v(s)) and
Mt = 〈Ft , id〉 (with Ft pointed at v(t)) such that 〈v(s), v(t)〉 ∈ Bst .

We now show that Ms and Mt satisfy the same internal formulas and, therefore,
Mt , v(t) �S5n Kiψ , from which we derive M, t � �Kiψ�.
• Base: Since v(s) = v(t),Ms, v(s) �S5n p iffMt , v(t) �S5n p, for all p ∈ At.
• Induction: Trivially, no formula constructed using only Boolean connectives can
distinguish v(s) from v(t). So, let us considerMs, v(s) �S5n Kiψ . Now, let X be
such that 〈v(s), X〉 ∈ rs(i). Hencewe haveMs, X �S5n ψ . ByDefinition 15, there
existsY such that 〈v(t),Y 〉 ∈ rt (i)with 〈X ,Y 〉 ∈ Bst and, by induction hypothesis,
Mt ,Y �S5n ψ . As a consequence, again by Definition 15, Mt , v(t) �S5n Kiψ ,
as expected.

Therefore, having a bisimulation relating two states is sufficient for the two states
to verify the same EHML-formulas.

Case (⇐): s ≡M t implies s ∼M t .
We will show (by contradiction) that ≡M is a bisimulation itself.
First, the condition v(s) = v(t) trivially holds because its violation would mean

that there exists a formula distinguishing the two states.
Second, take an arbitrary action π and suppose that there exists s′ such that

〈s, π, s′〉 ∈ T , but there does not exist t ′ such that 〈t, π, t ′〉 ∈ T with s′ ≡M t ′.
Let S′ be the finite set of states accessible from t through a π -labeled transition. S′
is non-empty otherwise 〈π〉� would distinguish s from t . By assumption, for each
t j ∈ S′, 1 ≤ j ≤ |S′|, there exists ϕ j such that M, s′ � ϕ j and M, t ′ � ϕ j . Hence, it
holds that M, s � 〈π〉∧

j ϕ j (since there is s′ such that 〈s, π, s′〉 ∈ T and satisfying∧
j ϕ j ), and M, t � 〈π〉∧

j ϕ j , thus contradicting the hypothesis. The same kind of
reasoning applies to the symmetric case.

Third, assume that the worlds of the Kripke modelsMs = 〈Fs, id〉 (with Fs pointed
at v(s)) and Mt = 〈Ft , id〉 (with Ft pointed at v(t)) are not related by a binary
equivalence relation Bst including 〈v(s), v(t)〉 as given in Definition 15. As a first
consideration, note that v(s) = v(t), hence there exists X such that 〈v(s), X〉 ∈ rs(i),
with i ∈ Ag, but there does not exist Y such that 〈v(t),Y 〉 ∈ rt (i) with 〈X ,Y 〉 ∈ Bst .
Let S′ be the finite set of worlds accessible from v(t) through rt (i). S′ is non-empty,
otherwise Ki¬� would distinguish v(s) from v(t). By assumption, for each Y j ∈ S′,
1 ≤ j ≤ |S′|, there exists ψ j such that Ms, X �S5n ψ j and Mt ,Y �S5n ψ j . But
then Ms, X �S5n ¬Ki¬∧

j ψ j (since there is X , accessible from v(s), satisfying∧
j ψ j ) and Mt , v(t) �S5n ¬Ki¬∧

j ψ j (since by assumption and the semantics of
the epistemic operator,Mt , v(t) �S5n Ki¬∧

j ψ j ), thus contradicting the hypothesis.
The same kind of reasoning applies to the symmetric case.

Since the modal equivalence ≡M satisfies the three conditions of Definition 15, it
is a bisimulation and the proof is completed. ��
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3 A process algebra with KLTS semantics

Our approach to defining a KLTS-based language for modeling multi-agent systems
is incremental. The first step consists of defining a process calculus inspired by clas-
sical CCS-like calculi with value passing (Fokkink, 2007; Gorrieri & Versari, 2015;
Hennessy, 1991; Huang et al., 2012), which we use as the basis for the description
of sequential process terms in isolation, the semantics of which is expressed as LTSs.
Secondly, we will introduce the notion of an agent, which possesses a unique iden-
tity and is characterized by a behavior defined as a process term. Thirdly, we will
define networks (named pools) of communicating epistemic agents, the semantics of
which will be given in terms of KLTSs. The various ingredients and phases of our
specification methodology will be illustrated through a running example.

3.1 Running example: FIPA interaction protocols

The FIPA (Foundation for Intelligent Physical Agents) standard specifications (Poslad,
2001) describe basic interaction protocols for multi-agent systems that support inter-
operability, information exchange, and open service interaction (Poslad, 2007). Hence,
they represent an ideal setting for the description of our methodology. For each pro-
tocol description, we have (at least) an agent sending requests, called Initiator, and (at
least) an agent executing tasks, called Participant. In the following, we will describe
the behavior of agents for two FIPA protocol standards:

• Query interaction protocol: the Initiator wants to query whether a proposition p
is true or false and sends a request of type query-if to the Participant. Then, the
Participant processes the request, makes a decision whether to accept or refuse
it, stores the decision in a Boolean variable, and then notifies the Initiator of the
value of the variable. In case of acceptance, the Participant may fail or reply with
an inform-t/f communication that asserts the truth or falsehood of the proposition.

• Contract net interaction protocol: the Initiator requires a service with certain
requirements and issues a call soliciting proposals from a set of Participants offer-
ing the needed task. Each Participant may answer with a proposal that includes
preconditions set out for the task. Until a given deadline, the Initiator waits for
proposals, evaluates the received ones, and selects the Participant to perform the
task. Finally, the chosen Participant communicates the result of the task.

3.2 Modeling agents

We start by presenting a calculus based on a syntax determined by elementary terms,
called actions, and thewell-formed combination of operators generatingmore complex
terms, which are considered to be correctly structured programs that execute actions.
For this reason, we call the terms of our calculus process terms.

Let Aτ be a set of action names (ranging over a, b, . . .), including the special
name τ representing an unobservable internal action. We will use A to denote Aτ\{τ }.
Moreover, let set and in be two additional special action names. Tomodel value passing
(Hennessy, 1991; Huang et al., 2012), we will use variables (x, y, . . . , f , g, . . .),
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values (v, v′, . . .) fromfixeddomains, and expressions (e, e′, . . .) that usually represent
simple values.

The calculus for sequential processes is based on the operators of action prefix,
nondeterministic choice, and recursion.

Definition 17 (Syntax of Process Terms) For At a fixed set of atomic propositions and
Ag a set of agent variables, the set L of process terms of the calculus for sequential
processes is generated through the following syntax:

P ::= 0 | ∑
k∈I πk . Pk | C(e1, . . . , en)

π ::= [ψ]b | a(y, f ) | ā(J , ψ) | set(p, w)

where I is any finite indexing set, C is a constant name with the natural n ≥ 0 being
the arity of C , b ∈ Aτ , ψ is any internal EHML-formula, a ∈ A, J ⊆ Ag, p ∈ At, and
w is a Boolean value.

Let us explain the informal meaning of each operator. The constant 0 stands for
the inactive, halted process. The summation operator represents a nondeterministic
choice enacting one of the process terms πk .Pk , with k ∈ I , which executes action
πk and then behaves as process term Pk . The constant C is used to express recursive
processes with n ≥ 0 parameters and must be associated with a defining equation of
the form C(x1, . . . , xn) := P .

The notation π stands for any action of one of the following forms:

• The conditional action [ψ]b represents an action (named b) guarded by the internal
formula ψ . As we will see formally in the next Section, the reading of [ψ]b will
be “the action b is executed if ψ is known by the agent”. This notation is not to be
confused with the inverse notation [π ]ϕ expressing that executing action π must
make ϕ hold. In the following, we will use the abbreviation b to stand for [�]b.

• The input action a(y, f ) specifies that when executing the input action named
a, an internal formula assigned to the variable f is received from an agent with
identity assigned to the variable y.

• The output action ā(J , ψ) specifies that when executing the output action named
a the internal formula ψ is sent to all the agents in the set J (broadcast commu-
nication). If |J | = 1 then we have a classical one-to-one interaction (in this case,
we will use the simplified notation ā( j, ψ)). As we will see formally in the next
Section, only known formulas can be transmitted to other agents.

• The assignment action set(p, w) sets the proposition p to the Boolean value w.

As usual in calculi with value passing, each occurrence of any variable in a process
term P is bound by either an input action or a constant definition. For instance, x
is bound in C(x) := ā(x, p ∧ q).C(x + 1) and in a(x, f ). b̄(x,�). 0, but not in
ā(x, p∧q). 0.Moreover,wewrite i/x andψ/ f for substitutions of values for variables,
and denote by P[i/x, ψ/ f ] the result of substituting i (resp.,ψ) for all free (not bound)
occurrences of x (resp., f ) in P .
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Table 1 Semantics rules for sequential processes

π . P
π−−→ P π any of {[ψ]b, ā(i, ψ), set(p, w)}

a(y, f ) . P
a(i,ψ)−−→ P[i/y, ψ/ f ] For any i ∈ Ag and internal formula ψ

π . P
π ′

−−→ P

π . P + E
π ′

−−→ P

P[v1/x1, . . . , vn/xn ] π−−→ P ′

C(e1, . . . , en)
π−−→ P ′ C(x1, . . . , xn) := P and each ei evaluates to vi

Definition 18 (Semantics of Process Terms) The behavior of a process term P ∈ L is
described in structural operational semantics style as the LTS rooted at P and defined
by the least transition relation generated by the axioms and the rules of Table 1.

Let us illustrate the semantic rules of Table 1. The first rule formalizes the behavior
of the prefix operator whenever the action is different from an input action. Note
that the rule states that the action is enabled without considering any pre- and post-
conditions concerned with the action parameters. Pre- and post-conditions will be
introduced only when defining the semantics of the parallel composition of agents and
the structures characterizing the knowledge of these agents.

The second rule describes the behavior of input actions. Note that the process term
enables the execution of a bunch of transitions that represent any possible assignment
of the incoming internal formula and of the sending agent.

In the rule for the choice operator, E is a non-empty summation. Hence, if a prefix
process term can execute an action π ′ and evolve to P (see the rule premise), then
a summation including such a process term can execute π ′ and evolve to P , thus
discarding the context E (see the rule conclusion). Hence, the operator models the
standard nondeterministic choice among alternative process terms.

Finally, the recursion mechanism is defined as in classic value-passing CCS (Gor-
rieri & Versari, 2015; Huang et al., 2012).

3.2.1 From process terms to agents

Process terms of the calculus defined above represent behavioral patterns. An agent
is a specific instance of a process term with a unique identity.

Definition 19 (Agent) An agent is described by a pair 〈i, P〉, where i ∈ Ag and P ∈ L.
Given 〈i, P〉, we mean that P is the local behavior of agent i .

We will use I,J, . . . to range over the set of agent pairs and sometimes we will
adopt the notation Ii to denote a pair 〈i, P〉.
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The semantics of 〈i, P〉 is given by the LTS expressing the behavior of P , up to the
renaming of the actions as defined by the semantic rule:

P
π−−→ P ′

〈i, P〉 i .π−−→ 〈i, P ′〉

In the following examples, we describe the behavioral pattern of each type of agent
involved in the two FIPA protocols, as well as two possible scenarios. Regarding the
parameters of input/output actions, we will use � as a parameter of an output action
whenever no specific formula must be communicated, and we use the symbol _ to
denote an unspecified parameter of an input action whenever it is not used.

Example 3 (Specification of the FIPA query interaction protocol) We assume that
queries can be issued in relation to a finite set of propositions Pr. Then, the process
term Participant can be defined as follows:

Participant := ∑
p∈Pr query-ifp(x, _).(
set(acc, 0).notify(x,¬acc).Participant +
set(acc, 1).notify(x, acc).Query_Execp(x))

Query_Execp(x) := failure(x,�).Participant +
inform-t/f(x, p).Participant + inform-t/f(x,¬p).Participant

The choice among the input actions named query-ifp, with p ∈ Pr, states that
query requests about any proposition can be received. Then, a nondeterministic
choice between two different assignments determines whether the request is accepted
(acc = 1) or refused (acc = 0). The decision is sent to the same agent x that origi-
nated the query. If the query is executed, it can nondeterministically fail (see the action
named failure) or return the value of proposition p as an outcome (see the two actions
named inform-t/f ). The Initiator agent behaves as follows:

Initiator := ∑
p∈Pr query-ifp(MySQL_Server,�).notify(_, g1).Init_Wait

Init_Wait := [¬acc]is_refuse.Initiator + [acc]is_agree.
(failure(_, _).Initiator + inform-t/f(_, g2).ok.Initiator)

The choice of the specific query is nondeterministic and is sent to the agent
MySQL_Server, which is assumed to be the identity of the Participant of interest.
Based on the formula g1 received with the notification, acceptance (action is_agree)
or rejection (action is_refuse) is enabled. In case of acceptance and subsequent suc-
cess, the result of the query is received through the formula g2 and the action ok is
executed.

As a possible topology of a system executing this FIPA protocol, consider a very
simple scenario with an agentWeb_App of type Initiator and an agentMySQL_Server
of type Participant. Hence, we have the two agents:

〈Web_App, Initiator〉 and 〈MySQL_Server,Participant〉.
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Example 4 (Specification of the FIPA contract net interaction protocol) We assume a
task offered by the participant agents belonging to a set J . Hence, the Initiator model
is as follows:

Initiator(x, freq) := call(J ,�).Init_Wait(x, freq)
Init_Wait(x, freq) := propose(y, fpre).(

[accy]verify.accept(y,�).Init_Exec(x, freq)+
[¬Kxaccy]verify.reject(y,�).Init_Wait(x, freq))+

[ψt ]timeout.Initiator(x, freq)
Init_Exec(x, freq) := fail(_, _).Init_Wait(x, freq) + result(_, g).ok.Initiator(x, freq)

Process Initiator is parameterized by the identity x of the agent and by the formula
freq expressing the task requirements. The call for proposals is modeled as a broadcast
to the set J of participants (see the action named call), after which the process term
waits for proposals (see action propose) or the expiration of a timeout (modeled by
a formula ψt guarding action timeout). A proposal from a participant agent y comes
with task preconditions modeled by the formula fpre. Depending on freq, fpre, and the
knowledge of the initiator agent (which we will specify in Example 6), the proposal
can be accepted (which is modeled by proposition accy). In such a case, the guard
[accy] enables the branch leading to acceptance. Contrariwise, if it is not possible to
derive accy , i.e.,¬Kxaccy , the branch leading to rejection is enabled. Once a proposal
has been accepted, it is possible to detect a task failure or receive the outcome of the
task through the input formula g (see process Init_Exec). Each participant model is
as follows:

Participant( fpre) := call(x, _).(
propose(x, fpre).Part_Wait( fpre)+
[ψt ]timeout.Participant( fpre))

Part_Wait( fpre) := reject(_, _).Participant( fpre)+
accept(x, _).(
fail(x, _).Participant( fpre)+
result(x, ψr ).Participant( fpre))

A participant agent is parameterized by a formula fpre modeling the offer precondi-
tions.When receiving a call, the agent canmake a proposal (see action named propose)
or abandon the protocol through the same timeout mechanism described above. After
sending a proposal, the agent waits for the initiator’s decision and, if the offer is
accepted, the task is executed. Then, the execution may fail or produce an outcome
ψr that is transmitted to the initiator.

Now, let us consider a scenario with a set J = {S1, S2} of two agents of type Par-
ticipant, with preconditions p1 and p2, respectively. Moreover, we have one Initiator
agent C, with task requirements modeled by the formula ¬r1 ∧ r2. Therefore, we have
the set of agents:

T := {〈C, Initiator(C,¬r1 ∧ r2)〉, 〈S1,Participant(p1)〉, 〈S2,Participant(p2)〉}.
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3.3 Modeling concurrent agents

To model concurrent systems, agents must be able to communicate with each other to
form a network of interacting agents. Moreover, while so far, we described agents only
in terms of their local behavior, now we need to model their knowledge, which will
affect the way in which they can behave and interact. In the following, we combine the
behavior of several agents by integrating the notion of knowledge, which will allow
us to specify how they can interact.

Definition 20 (Pool of agents) Let I ⊆ Ag be a finite set of cardinality n. A pool
of agents is a tuple P = 〈{Ii }i∈I , {Ri }i∈I , X〉, where {Ii }i∈I is a set of agent pairs,
{Ri }i∈I is a set of equivalence relations over ℘(At), and X ⊆ At represents the
valuation over At that makes true all and only the atomic propositions in X .

The behavior of the set of agents forming the pool depends on the local behavior
of each Ii = 〈i, Pi 〉. Each equivalence relation Ri represents the knowledge structure
governing the capability of agent i to distinguish the possible worlds based on the
values that can be attributed to the propositions of At. Finally, X denotes the set of
atomic propositions that are taken to be true with respect to {Ii }i∈I .

The agents of a pool execute their actions, either synchronously or autonomously,
thus making the system dynamic. In particular, input and output actions represent
synchronous communications that express knowledge transfer between agents. All
the other actions are executed autonomously. In any case, the execution of an action
might (i) be conditioned by the knowledge of some formula and (i i) imply some
change in the truth assignments and knowledge structures.

Formally, such a joint knowledge-based and action-based behavior is represented
by a model over a KLTS describing the evolution of the pool of agents.

Definition 21 (Semantics for pools of agents) LetP = 〈{Ii }i∈I , {Ri }i∈I , X〉 be a pool
of agents of cardinality n. The semantics of P is given by a model M = 〈S, v〉 over
a KLTS S = 〈T,At, I , r〉 with underlying LTS T = 〈S,Act, T , s0〉 such that:

• the states in S represent pools of agents, where P defines the initial state s0, such
that v(s0) = X and for each i ∈ I , rs0(i) = Ri is the accessibility relation
associated to i in s0;

• T is the least transition relation generated by the rules of Table 2;
• for each s ∈ S represented by a tuple of the form 〈{I′

i }i∈I , {R′
i }i∈I , X ′〉, we define

v(s) = X ′ and for each i ∈ I , rs(i) = R′
i .

Intuitively, the pool tupleP defines the initial state of a KLTS model that is built by
applying the rules of Table 2. Each new pool tuple added in such a way includes the
information used to define the valuation function v and the Kripke frames associated
with the KLTS states. We now illustrate the rules of Table 2.

The rule (pool) describes the asynchronous execution of an autonomous action of
the form [ψ]b by any agent j of the pool – see the second premise of the rule. The
action, named b, is subject to the condition given by ψ , meaning that it is enabled
only if ψ is known by the agent j – see the first premise of the rule. In particular, the
knowledge of ψ by j is determined with respect to the Kripke model associated with
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Table 2 Semantics rules for a pool of agents

Let:

− Ms = 〈〈℘(At), I , {Ri }i∈I 〉, id〉 for s = 〈_, {Ri }i∈I , _〉 denoting a pool of agents P
− diff (Ms , X , Y , ψ) = (Ms , X �S5n ψ ∧ Ms , Y �S5n ψ) ∨ (Ms , X �S5n ψ ∧ Ms , Y �S5n ψ)

− closure(Rk ) = Rk ∪ {〈X , Y 〉 | ∃Z . 〈X , Z〉 ∈ Rk ∧ 〈Z , Y 〉 ∈ Rk }
Rules:

(pool)
Ms , X �S5n K jψ J

j .[ψ]b−−→ J′

P
j .b−−→P′

where:

− P = 〈{J} ∪ {Ii }i∈I\{ j}, {Ri }i∈I , X〉
− P′ = 〈{J′} ∪ {Ii }i∈I\{ j}, {Ri }i∈I , X〉

(set)
J

j .set(p,w)−−→ J′

P
τ−−→P′

where:

− P = 〈{J} ∪ {Ii }i∈I\{ j}, {R j } ∪ {Ri }i∈I\{ j}, X〉
− P′ = 〈{J′} ∪ {Ii }i∈I\{ j}, {R′

j } ∪ {R′
i }i∈I\{ j}, X ′〉

− R′
j = R j \{〈Y , Y ′〉 | diff (Ms , Y , Y ′, p)}

− R′
i = closure(Ri ∪ {〈{p} ∪ Y , Y 〉 | p /∈ Y } ∪ {〈Y , {p} ∪ Y 〉 | p /∈ Y })

− X ′ =
{
X\{p} if w = 0
X ∪ {p} if w = 1

(com)
Ms , X �S5n K jψ I

j .ā(J ,ψ)−−→ I′ Ji1

i1 .a(j,ψ)
−−→ J′

i1
. . . Jih

ih .a(j,ψ)
−−→ J′

ih
j /∈ J

P
τ−−→P′

where:

− P = 〈{I,Ji1 , . . . ,Jih
} ∪ {Ik }k∈I\({ j}∪J ), {Ri1 , . . . , Rih } ∪ {Rk }k∈I\J , X〉

− P′ = 〈{I′,J′
i1

, . . . ,J′
ih

} ∪ {Ik }k∈I\({ j}∪J ), {R′
i1

, . . . , R′
ih

} ∪ {Rk }k∈I\J , X〉
− J = {i1, . . . , ih } ⊆ I

− ∀i ∈ J .R′
i = Ri \{(Y , Y ′) | diff (Ms , Y , Y ′, ψ)}

the current pool tuple and the current truth assignment represented by X . Note that
the special case ψ = � denotes that no pre-conditions are necessary to perform the
action. The resulting action is simply j .b (as the knowledge of ψ by agent j is local
to the agent), while both the knowledge structure and the truth assignment remain
unchanged – see the conclusion of the rule.

The rule (set) describes the asynchronous execution of an autonomous action of
the form set(p, w) by any agent j of the pool. The side effect is that X is updated
according to the assignment p = w (see the definition of X ′). The accessibility
relations are also updated accordingly (see the definition of R′

j and R
′
i , with i ∈ I\{ j}).

On the one hand, the agent j performing the assignment acquires knowledge (if not yet
possessed) of p. Hence, in R j , all the possible worlds differing in the valuation of p
(see function diff ) cannot be mutually accessible anymore, as they are distinguishable
by the value of p. Note that, as we will show, such suppression of connections ensures
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that the accessibility relation remains an equivalence. On the other hand, all the other
agents i �= j lose knowledge (if previously possessed) of p, as the assignment is
not considered public (as emphasized by the fact that the resulting action is a silent
action τ ). Therefore, in each accessibility relation of those agents, all the possible
worlds differing only in the valuation of p must become mutually accessible, as they
cannot be distinguished anymore. Note that such addition of connections considers
the symmetric pairs and, through the closure operation, the transitive relations, thus
ensuring, as we will show, that the accessibility relation remains an equivalence.

The most interesting rule is (com), which expresses a broadcast communication
from an agent j performing the output action named a to the set of agents J , each of
which performs the corresponding input named a (Aldini, 2018) – see the premises
of the rule about the agent j executing the output containing the internal formula
ψ and the agents in J receiving the formula through the corresponding input. The
communication is synchronous, meaning that the agent j and all the agents in J
advance simultaneously, as outlined in the conclusion of the rule. As in the case of the
rule (pool), the communication is subject to a pre-condition related to the knowledge
of the internal formula ψ by the agent j – see the first premise of the rule. During
the interaction, the knowledge of this formula is also transferred: all the agents in J
acquire knowledge of ψ , and, as a consequence, all the accessibility relations of such
agents are updated accordingly. In fact, they become able to distinguish those possible
worlds that differ from each other for the evaluation of ψ . Finally, the communication
is private (the synchronization result is a silent action τ ), i.e., the knowledge transfer
involves only the agents in J and no one else.

The given semantic rules allow us to preserve some interesting properties that are
desirable for verification purposes.

Lemma 6 Let M = 〈S, v〉 be a model for the semantics of a pool of agents. Then S
is image-finite.

This result immediately follows Definition 21 and the semantics of Table 2. As
anticipated, another important result is that the semantics of Table 2 preserves the
indistinguishability interpretation of the accessibility relations.

Theorem 9 Let P = 〈{Ii }i∈I , {Ri }i∈I , X〉 be a pool of agents of cardinality n, with
semantics given by a model M = 〈S, v〉 over a KLTS S = 〈T,At, I, r〉 with under-
lying LTS T = 〈S,Act, T , s0〉. Then, for each i ∈ I and for each s ∈ S, rs(i) is an
equivalence relation.

Proof The proof proceeds by showing that given any state s ∈ S such that, for each
i ∈ I , rs(i) is an equivalence relation, then every state s′ reachable from s through a
transition 〈s, _, s′〉 ∈ T satisfies the same condition. The result immediately follows
from the fact that, in the initial state s0 = P, {Ri }i∈I is a set of equivalence relations.

By following the rules of Table 2, we first observe that the rules (pool) and (in) do
not change any accessibility relation. Hence, the non-trivial cases are the rules (set)
and (com), where the latter is a sub-case of the former as far as the updates to the
relations are concerned. Hence, it is sufficient to show the effect of an action of the
form set(p, _). Let us assume that the family {R j } ∪ {Ri }i∈I\{ j} associated with the
state s is turned into the family {R′

j } ∪ {R′
i }i∈I\{ j} when going from s to s′.
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By definition, R′
j derives from R j by deleting those pairs 〈Y ,Y ′〉 such that Y and Y ′

differ for the evaluation of p. Hence, it is easy to see that reflexivity and symmetry are
preserved. Let us consider transitivity, by assuming that there exist Y ,Y ′,Y ′′ such that
〈Y ,Y ′〉, 〈Y ′,Y ′′〉, 〈Y ,Y ′′〉 ∈ R j but only 〈Y ,Y ′〉, 〈Y ′,Y ′′〉 ∈ R′

j . Let 〈Y ,Y ′′〉 /∈ R′
j

since p ∈ Y and p /∈ Y ′′ (the opposite case is orthogonal). Then, p ∈ Y ′ contradicts
the assumption 〈Y ′,Y ′′〉 ∈ R′

j , while p /∈ Y ′ contradicts the assumption 〈Y ,Y ′〉 ∈ R′
j .

Hence, it cannot be that 〈Y ,Y ′〉, 〈Y ′,Y ′′〉 ∈ R′
j and 〈Y ,Y ′′〉 /∈ R′

j .
By definition, for any i wehave that R′

i derives from Ri by adding those pairs 〈Y ,Y ′〉
such that Y and Y ′ differ only for the evaluation of p. Hence, it is easy to see that
reflexivity and symmetry are preserved. Let us consider transitivity, by assuming that
there existY ,Y ′,Y ′′ such that 〈Y ,Y ′〉 ∈ Ri , 〈Y ′,Y ′′〉 /∈ Ri and 〈Y ,Y ′〉, 〈Y ′,Y ′′〉 ∈ R′

i .
Hence, by the closure operation, we have that 〈Y ,Y ′′〉 ∈ R′

i too.
This concludes the proof for rule (set) and, therefore, the theorem holds. ��
As an immediate consequence of this theorem, we have the following corollary.

Corollary 1 The semantics of a pool of agents is an EHML-model.

Based on our running examples, we now describe the behaviors of the FIPA sce-
narios illustrated in Examples 3 and 4.

Example 5 Let us consider the query interaction protocol with two agents. We recall
that the propositions of interest are acc and the set Pr of propositions that can be the
subject of a query. The initial pool tuple is:

P0 = 〈{〈Web_App, Initiator〉, 〈MySQL_Server,Participant〉}, {RWA, RSQL}, X〉

where the accessibility relation RWA of the agent Web_App is such that there is only
one class to which all the propositions belong (initially, no proposition is known to
Web_App); the accessibility relation RSQL of the agentMySQL_Server contains only
the reflexive pairs (i.e., each possible world is a singleton, meaning that the MySQL
server knows the value of each proposition); the set X is such that acc is assigned the
initial value 0 and each p ∈ Pr the Boolean value corresponding to the current status
of p in the database.

Figure 2 shows a portion of the model underlying the behavior of this pool of agents
in the case of a query related to proposition p ∈ Pr, which is assumed to be true in the
database. For the sake of readability, the accessibility relations are not reported, and for
each unobservable τ -transition we also indicate the name of the visible action(s) from
which it derives. For instance, state P′

0 is reached after the synchronization between
the actions named query-ifp and yields the same relations and valuation of state P0.
Afterward, state P1 (resp., P2) is reached when MySQL_Server sets to 0 (resp., 1)
the value of proposition acc, thus updating X accordingly. The following τ -transition,
originated via the synchronization involving the actions named notify, allowsWeb_App
to receive either the formula acc or the formula ¬acc, and then to execute either the
action is_refuse or the action is_agree. Note that, before the notification, Web_App
did not know acc, while after the notification, the truth value of the proposition is
known. In the caseMySQL_Server executes the query, the choice between failure and
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Fig. 2 Portion of the KLTS underlying the pool of agents of the query interaction protocol

the actions denoting success is nondeterministic, while the choice between the two
actions named inform-t/f is deterministic and depends on the truth value of proposition
p. In any case, a synchronization withWeb_App occurs. Finally, we point out that from
the standpoint of the agents’ local behavior, states P0, P′′

1, P3, and P5 would collapse
to the same (initial) state. Instead, they differ in the knowledge of the two agents.

Based on the described model, it can be observed that:

• The EHML formula
〈τ 〉〈τ 〉〈τ 〉〈is_agree〉〈τ 〉�KWA(p)�

is satisfied in the initial state of the model, as emphasized by the path leading to
P4, where Web_App has been informed that p is true.

• The EHML formula

〈ok〉� →
∨

p∈Pr
�KWA(p) ∨ KWA(¬p)�

is true in the model. In fact, if Web_App is ready to execute the action ok then it
knows the truth value of at least one proposition in the database.

• P0 �≡ P5, because KWA(p) holds in the latter state but not in the former state.
• The difference among P0, P′′

1, and P3 is given by what the two agents know about
the value of acc. If such a variable were reset to zero by agent MySQL_Server
via the set action at the end of each query instance, then the three states would
collapse.

Example 6 Building on the topology presented at the end of Example 4, the initial pool
tuple for the contract net interaction protocol with three agents is:

P0 = 〈T , {RC , RS1 , RS2}, X〉.
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where X := {r2, p1, p2} denotes the task requirements and preconditions at hand.
Each relation RSi is defined in such a way that Si knows only the value of its own
precondition pi , while relation RC is defined in such a way that C knows ¬r1 and r2,
which represent the two task requirements;C knows r1∧p1 → acc1,¬r1∧p3 → acc1,
and r2 ∧ p2 → acc2; C does not know anything else. Hence, it is easy to see that
initially, C is not able to make any decision without issuing a call for proposals.
Moreover, we are also assuming that formula ψt is not known to the agents, meaning
that no timeout action will be enabled.

The evolution of the system starting from P0 can be followed in Figure 4. In
particular, regarding the behavior of the agents, the synchronization over the actions
named call is an example of the application of the rule (com) in the case of broadcast
communication. Hence, agent C synchronizes simultaneously with the two agents S1
and S2 (state P′

0). Afterwards, agent C can receive the two proposals. Let us consider
the case in which the proposal from S1 arrives first (see state P1 of the left-hand
branch). At this stage, C learns p1 but still cannot deduce anything about acc1. In
particular, the worlds {r2, p1, acc1} and {r2, p1} are related by RC . Hence, C knows
that acc1 is not known and, therefore, the branch leading to rejection is enabled, see
the states P′

1 and P′′
1. Then, it is the turn of the proposal from S2 (see state P12),

which allows C to know acc2, because C already knows r2, r2 ∧ p2 → acc2 and has
just acquired the knowledge of p2. In practice, the world {r2, p2, acc2} is connected
by RC only to states including all the three propositions. Therefore, the proposal is
accepted (see the states P′

12 and P′′
12), with subsequent failure (state PC ) or success

of the task delivery (state P). Going back to the race between the two proposals (see
state P′

0), let us consider the case in which agent C receives the proposal from S2 first
(see state P2 of the right-hand branch). For the same motivations surveyed above, the
proposal is accepted (see states P′

2 and P′′
2). At this stage, the task either is completed

successfully (state PS1 ), or fails (state P21). In the latter case, the proposal of S1 is
considered, which, however, is rejected for the same motivations illustrated in the
other branch, see states P′

21, P′′
21, and PC . Now, it is worth observing and comparing

the three states that we have not expanded yet, i.e., P, PC , and PS1 . State P enables
the local action ok of agent C leading to a state which is like P0 and, in addition, is
such that agent C knows formula ψr , which is the result of the task delivery, and the
preconditions p1 and p2 of the two participants. In statePC , the two participant agents
are in their initial local state, while agentC is stuck in the local process term Init_Wait,
since the task has not been obtained and no timeout mechanism is enabled. In state
PS1 , agent C is ready for a new call after the execution of the local action ok, S2 is in
its initial local state, while agent S1 is still waiting to send its proposal after the call,
since, again, no timeout mechanism is enabled. These last two situations emphasize
the need for enabling the timeout mechanism - modeled through the action timeout
guarded by the condition ψt - in order to avoid starvation of the agents.

Finally, based on the described model, we can observe that:

• The EHML formula 〈τ 〉〈τ 〉〈verify〉〈τ 〉�KCacc2� is satisfied in the initial state of the
model, while the EHML formula 〈τ 〉〈τ 〉〈verify〉〈τ 〉�KCacc1� is false in the model,
as emphasized by the alternative paths of Figure 3.
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Fig. 3 Portion of the KLTS underlying the pool of agents of the contract net interaction protocol

• The EHML formula �¬KCψr� → ¬〈ok〉� is true in the model, since the action ok
is executed by agentC only whenψ has been notified by the participant delivering
the task.

4 Case study: playing Cluedo

The present case study is designed to highlight the modeling features and analysis
opportunities of our framework.Despite its simplicity, this use case encompassesmany
of the features of real-world applications, including strategic thinking, private and
public communications, and knowledge transfer.Moreover, it represents an application
of the FIPA query interaction protocol.

For the sake of brevity, instead of the full Cluedo game1 we model a simplified
version. Let us consider a game set with 3 players, a dealer, and 8 cards, numbered

1 The reader interested in reviewing the rules of the game can refer to the official instructions by Hasbro.
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from 1 to 8. At the beginning of the game, the dealer samples secretly and puts aside
two cards, shuffles the remaining cards together, making sure none of the cards are
seen by any of the players, and then deals two cards per player. Then, the game starts
and proceeds by sequential turns. On her turn, each player makes publicly a suggestion
of the form: I suggest that the two secret cards of the dealer are i and j . There are no
constraints about the specific choice of i and j . Then, if the player on the right of the
one making the suggestion has at least one of the cards mentioned, she must show one
of these cards secretly to her. Then, the inquiry passes to the player on the left with
the same rule. At the end of her turn, the player wins the game if she has learned and
can correctly declare what the dealer’s cards are. Otherwise, the game proceeds with
the following turns until one of the players wins.

Formally, we model the game set through the propositions p j
i and qi , for 0 ≤ j ≤ 2

and 1 ≤ i ≤ 8, where p j
i means that player j has card i and qi means that card i is one

of the two secret cards of the dealer. The pool includes one dealer and three players
and, initially, is defined as the tuple:

〈{〈Mr. Black,Dealer〉, 〈0,Player(0)〉, 〈1,Player(1)〉, 〈2,Player(2)〉}, R, X〉

where R represents the family of accessibility relations and X the truth assignment. The
three players have the same behavioral pattern, given by the process term Player(_),
which is fed with a parameter representing the player identity. Set X is empty because
the cards have yet to be shuffled by the dealerMr. Black – hence, all the propositions are
set to 0. The accessibility relation of the dealer, RMr.Black , contains only the reflexive
pairs because, by assumption, the dealer is like an oracle and can distinguish any
possible scenario. As we will see, RMr.Black is immutable. The accessibility relation
for each player j , denoted R j , is such that two possible worlds are related if and only

if they coincide for the values of the propositions p j
i , 1 ≤ i ≤ 8. The intuition is that,

at least, a player is able to distinguish two possible worlds differing in the values of
the cards she receives. All such accessibility relations are equivalence relations but
are not immutable, as the knowledge of the players will change as the game proceeds.

Initially, the dealer shuffles the cards and chooses nondeterministically the two
secret cards and the assignments for the players (see actions set):

Dealer := ∑
k1,k2 set(qk1 , 1).set(qk2 , 1).Deal(k1, k2)

Deal(x, y) := ∑
i1,i2 /∈{x,y} set(p0i1 , 1).set(p

0
i2
, 1).deal(0, p0i1 ∧ p0i2).(∑

i3,i4 /∈{i1,i2,x,y} set(p
1
i3
, 1).set(p1i4 , 1).deal(1, p

1
i3

∧ p1i4).(∑
i5,i6 /∈{i1,...,i4,x,y} set(p

2
i5
, 1).set(p2i6, 1).deal(2, p

2
i5

∧ p2i6).Play(0)))

Whenever clear from the context, the bounds of a summation are not specified – in
general,

∑
i, j expresses a choice over all the possible unordered pairs of different

values (i, j), each one ranging from 1 to 8. Process term Dealer models the random
sampling of the two secret cards, and then the invocation of process termDeal(k1, k2)
describes the following behavior of the dealer whenever k1 and k2 have been chosen.
The sampling for each player is modeled analogously through a pair of subsequent
actions set. The output action deal is used to communicate the assignments to the
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players. Then, the dealer coordinates the game rounds:

Play(x) := start_turn(x,�).(end_turn(_, _).Play((x + 1)mod 3) + win(_, _).0)

by assigning each turn (through the output action start_turn) to a different player,
sequentially. Then, the dealer waits for a response: either the player turn terminates
(input action end_turn) or the player wins the game by learning the secret pair during
her turn (input action win).

After receiving the cards through the input action deal, each player is available to
start her turn (input action start_turn) or to manage inputs from the other players. The
process term Player(x) is defined as follows:

Player(x) := deal(y, _).
(start_turn(_, _).

∑
i1,i2 aski1,i2((x + 1)mod 3,�).show(_, _).

aski1,i2((x + 2)mod 3,�).show(_, _).
(end_turn(y,¬βx ).Player(x) + win(y, βx ).0))

+∑
i1,i2 aski1,i2(z, _).
(show(3 − x − z, pxi1 ∨ pxi2).(show(z, pxi1).Player(x)+

show(z, pxi2).Player(x))+
show(3 − x − z,¬pxi1 ∧ ¬pxi2).show(z,¬pxi1 ∧ ¬pxi2).Player(x))+show(_, _).Player(x))

When initiating a new turn, the player chooses nondeterministically two cards to be
asked to each other player (output action ask) and then waits for the related answer
(input action show). At the end of the turn, either the player learns the secret and
wins the game (output action win) or passes the hand (output action end_turn). The
winning condition for player x determining which output is executed is given by the
knowledge of the formula βx = ∨

(k,k′) Kx (qk ∧ qk′), i.e., the player knows the secret
pair. Then, players respond to incoming requests through the input action ask. If player
x receives from player z a request about cards i1 and i2, then we distinguish two cases.
Firstly, x may have at least one of the two cards (pxi1 ∨ pxi2 ). In this case, x reveals one
of the possessed cards to z, by choosing the card nondeterministically if necessary.
Indirectly, even the third, silent player (identified by 3− x − z) learns something, i.e.,
the fact that x has one of the two cards. We model this indirect transfer of knowledge
through an explicit output directed to player 3− x − z. Secondly, x may have none of
the two cards (¬pxi1 ∧¬pxi2 ). In this case, the information is shared with both the other
players. Finally, due to the outputs directed to player 3 − x − z, players must also be
available to learn some information during the turns of the other players (through the
input action show).

It is worth noting that the management of the players’ knowledge structures is
left to the semantics of the underlying Kripke models. At the specification level,
only the initial setting for these structures is modeled explicitly. This is particularly
significant from the viewpoint of usability, as an analogous model based on, e.g.,
classical finite-state machines, would be much more challenging. To appreciate this
aspect, the same use case has been modeled in the software tool NuSMV (Cimatti et
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al., 2002), the specifications of which result in finite-state machines that turn out to be
Kripke structures.2 Since there are 2520ways of dealing the 8 cards to the three players
and the dealer—the computing formula is

(8
2

)·(62
)·(42

)
—theNuSMVspecification refers

to one of these, chosen deterministically through external parameters that initialize
the system configuration. Moreover, the NuSMV specification describes only a very
simplistic version of the players’ knowledge, in which each player does not deduce
any information when observing the interactions between the other two players. In
fact, the additional information needed to model the full deduction capabilities of the
players should be represented explicitly by the designer and would make the model
much more complicated and error-prone. By the way, despite these simplifications,
the NuSMV specification is made out of about 200 code lines and 58 variables.3

To show an example of properties that can be model checked, we consider the
derived eventually modality ◇, such that M, s � ◇ϕ if and only if M, s � ϕ or
∃π.M, s � 〈π〉◇ϕ, and the derived globally modality ◻, such that M, s � ◻ϕ

if and only if M, s � ϕ and ∃π.M, s � 〈π〉◻ϕ. Then, the reachability property
◇(

∨
x�βx�) is satisfied, i.e., thewinning state is reachable by some players. However,

even the unreachability property ◻(
∧

x ¬�βx�) holds. The reason is that the simple,
nondeterministic strategy followed by the playerswhen choosing their suggestion does
not guarantee that the game can always be won.

5 Related work

Computational modeling and temporal logics The closest approach to our framework
is proposed in Knight and Mardare (2012), where LTSs are enriched with accessibil-
ity relations representing indistinguishability between states. The idea is that agents
observe (do not control) the path of performed actions and, based on this knowledge,
deduce what the actual state is. Hence, the semantics of the formulas of the underlying
logic is given in terms of paths. Notably, such a logic, like EHML, is equippedwith both
temporal and epistemic modalities. An analogous approach is followed in Dechesne
and Mousavi (2007) by using an epistemic μ-calculus with an application to secu-
rity properties. Similarly, epistemic notions are incorporated in concurrent constraint
programming paradigms for modeling knowledge distribution in multi-agent systems
(Guzman et al., 2017; Knight et al., 2012).

In the field of concurrency theory, some of the ideas presented in this paper can
be found in the study of temporal logics encompassing features from HML and modal
μ-calculus (DeNicola, 1990). As an example, a variant of CTL is defined in Ter Beek et
al. (2011) to check properties over expressive models called L2TS, which are defined
as an extension of a Kripke structure with a labeling over transitions. In these models,
the idea is to combine transition labels expressing the action-based dynamic behavior
of a system with state-based labels expressing the knowledge possessed in each state
of the system. With respect to our proposal, no epistemic representation of derivable
knowledge is given, so the study of the observational power of the agents is limited

2 The specification can be found on github.
3 The underlying Kripke structure has about 220 states.
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to the verification of state-based propositional logic formulas and the model checking
of temporal formulas.
Combining logics Within the broad framework of combining logics (Carnielli &
Coniglio, 2025), EHML can be viewed as a kind of parameterization (in the sense
of Caleiro and Sernadas (1999)) of HMLwith S5n as the parameter logic. In particular,
although HML is not a temporal logic, the design of EHML and its KLTS-based seman-
tics is related to the method of temporalizing a logic introduced by Finger and Gabbay
(Finger & Gabbay, 1992). In that work, starting from a propositional temporal logic
TL and an arbitrary propositional logic S (with a classical base), the system TL(S) is
obtained by internalizing S into TL, along lines closely analogous to the construction
of EHML developed here. More specifically, Finger and Gabbay partition the set of
S-formulas into two sets:

• Boolean combinations: the set of those S-formulas whose main connective is a
Boolean operator;

• monolithic formulas: the complement of the set of Boolean combinations relative
to the set of all S-formulas.

The set of TL(S)-formulas is then generated over the set of monolithic formulas by
means of the Boolean connectives and the temporal operators of TL. The authors argue
that the reason why the syntax of TL(S) is built through monolithic formulas is that a
clause of the form

if ϕ is an S-formula, then ϕ is a TL(S)-formula (P)

would conflict with the closure of TL(S)-formulas under the application of Boolean
connectives, insofar as the depth measure of formulas’ parsing trees would no longer
be well defined. The syntax of EHML in Definition 5 does not face a similar issue,
due to delimitation of internal formulas. Finally, while Finger and Gabbay establish
completeness and decidability for logics whose temporal component is linear, our
semantics, although not temporal, is intrinsically branching, reflecting the possibly
nondeterministic structure of LTSs.
Dynamic epistemic logics A well-known dynamic approach for epistemic models is
represented by the dynamic epistemic logics (see, e.g., Van Ditmarsch and Van Der
Hoek (2008)). The effect of dynamic behaviors on Kripke models is represented, e.g.,
through a modal operator of the form [condition]F . In particular, this operator is used
to express that F is true after the occurrence of a certain condition. The condition
could be represented by an action or by a formula contributing to updating the Kripke
model. Hence, F is evaluated to true in the new version of the model rather than the
current one. This dynamic mechanism characterizes, e.g., the Public Announcement
Logic (PAL) (Baltag &Moss, 2004) and paves the way for reasoning about extensions
of the notion of possessed knowledge for dynamic multi-agent systems, like, e.g.,
common and/or distributed knowledge.

In PAL, the condition is a formula G, so that [G]F is true in a state of a Kripke
model if, wheneverG is true in the state, F is true in the state after we eliminate all not-
G states and related arrows. The intuition is that G represents a public announcement
that enriches the knowledge possessed by all agents, thus motivating the elimination
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of all non-G possibilities from consideration. This behavior is similar to the broadcast
mechanism that we implemented at the level of our process algebra.

The logic DEL (Baltag & Moss, 2016; Benthem & Gerbrandy, 2007; Bolander,
2017) is based on classical epistemic models integrated with event models which, in
particular, define events and pre/post-conditions to the events. Temporal evolution is
then computed from some initial epistemic model through a process of successive
product updates. A product update states that an event may occur in a state satisfying
the related pre-condition and causing a state update governed by the post-condition.
Several variants of this approach are possible. For instance, based on the same event
model ofDEL, the proposal in Renne et al. (2016) presents a framework encompassing
explicitly a timekeeping relation modeling the passage of time. Event models and
product updates model certain constraints (e.g., the relation between an event and the
formula expressing its pre/post-condition) while ignoring others (e.g., the precedence
relation between events).

The logic ETL (Benthem & Gerbrandy, 2007) describes how knowledge evolves
over time, which is represented as a history of events. Hence, the perspective of the
agents about knowledge refers to their capability of distinguishing histories. The logic
of Van Otterloo (2005) mixes the epistemic operator K and the classical temporal
operators in a multi-agent setting in which agents implement strategies; however, this
framework is not action-based.

With respect to these approaches, in the KLTS model, the system dynamics rely
on the action-based LTS model, with a Kripke model that is linked to every state of
the LTS, and with no constraints between the two levels expressed in the form of
pre/post-conditions. Instead, we specify the constraints at the level of the semantics
of our process algebra, which we use to explicitly build concurrent processes and to
implicitly encode the dynamics of Kripke frames within the execution of the actions.
In particular, our specification language models action-based synchronous commu-
nications between agents, which result in a transfer of knowledge within the Kripke
models. These updates are based on operations that delete arrows (instead of elimi-
nating possible worlds), similar as done in approaches, like, e.g., Kooi (2011), or in
a more general way, in Girard and Seligman (2012). However, we can also model
the loss of knowledge—and therefore arrow addition—caused by the (re-)setting of
propositions. The interaction mechanism of our framework is simulated by the action
model of Baltag and Moss (2004), where, however, the point-to-point communication
is represented artificially as two announcements with different accessibility.

A natural benefit of our LTS-based semantics for modeling the dynamics of systems
is that we immediately inherit themodel-checking techniques associatedwith discrete-
time models and dynamic logics in HML style. Moreover, in EHML, these capabilities
are merged with the expressive power of epistemic logic.

In general, the main novelty of our approach is to combine the low-level semantic
model of KLTSs, which joins dynamic, action-based, epistemic features, with a high-
level process algebraic language for the modeling of multi-agent, concurrent systems,
which can be model-checked against properties expressed in a logic encompassing
dynamic and epistemic ingredients.
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6 Conclusions

In this paper, we have proposed a formal framework merging an LTS-based semantics
for the representation of the dynamics of multi-agent systems with knowledge-based
structures taken from the setting of epistemic logic.

Summarizing, by following suggestions deriving from works on dynamic and tem-
poral epistemic logics (Parikh & Ramanujam, 2003), we associated a Kripke frame to
each state of an LTS, the actions of which act as frame-transforming operations from
the internal viewpoint. These transitions naturally model the evolution of the system,
while the Kripke models linked to the visited states represent the way in which the
knowledge of every agent evolves during the system execution. The process alge-
braic language that we introduced emphasizes these effects and allows for a compact
and elegant description of multi-agent systems, where the details of the knowledge
evolution are left to the underlying epistemic model.

Starting from this point, several extensions can be envisioned. For instance, the
semantics of our communication mechanisms assumes that only known truth can be
transferred. Hence, we do not currently manage (possibly false) beliefs and the com-
munication of information that is inconsistent with an agent’s knowledge or belief.
This would require the introduction of the belief modality and the treatment of contra-
dictions resulting from the communication between agents. Interestingly, this would
open to the modeling of malicious agents sharing false information and, therefore,
a theory of fake news (Aldini, 2022; Mousavi, 2018), trust, and reputation (Aldini,
2020; Aldini et al., 2021, 2024; Tagliaferri & Aldini, 2022). Along the same lines,
further modalities could be added to the epistemic component of our model.

Dealing with inconsistencies is also a problem to face in the present model without
bringing up the notion of belief. In particular, an unsuccessful formula is a formula
that might become false as soon as it is communicated, like, e.g., in the case of
p∧¬K j pwhenever agent i communicates it to agent j (VanDitmarsch&Kooi, 2006).
Several studies investigate the syntactic form of potential unsuccessful formulas, in
particular in the setting of public announcements formulti-agent systems (Saraf, 2012).
Obviously, even in our framework, such forms can be recognized and their formal
investigation will be the subject of future work.

We further aim to situate EHML more precisely within the landscape of combining
logics, in particular by relating it to approaches grounded in Goguen and Burstall’s
theory of institutions (Goguen&Burstall, 1992) (see, for instance, Neves et al. (2016)).
Finally, given the high generality of the proposed framework, it would be interesting
to investigate the mapping of DEL/ETL models to our models (e.g., along the same
line of Benthem and Gerbrandy (2007)) as well as the relation with other abstract
models, such as coalgebraic modal logics (Kupke & Pattinson, 2011), to better guide
the comparison with the literature.

Data Availability No public or private datasets have been used during the current study. The files
discussed in Section 4 about the NuSMV representation of the case study are publicly available at
https://github.com/aldinia/cluedo.
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